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(57) ABSTRACT

A passive radio-frequency identification (RFID) system has
an RFID reader that communicates with and provides power
to an RFID tag. The RFID tag has an RFID integrated circuit
chip that contains a memory device for storing information to
be transmitted to the RFID reader, and energy storage device
that stores energy for powering the integrated circuit chip. In
the event that the RFID tag is activated during periods when
the RFID integrated circuit chip is not receiving sufficient
energy from the RFID reader, then either an energy storage
device is provided to allow the activation event to be recorded
at the RFID integrated circuit chip, or a memory device is
provided that senses and records the activation event and
communicates this activation event once power has been
restored.
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1
RFID CONDITION LATCHING

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of priority to U.S. Pro-
visional Application No. 61/265,089, filed on Nov. 30, 2009.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to radio-frequency
identification (RFID) technology, and in particular relates to
RFID-based systems and methods for detecting that a condi-
tion has occurred in an RFID tag even when the RFID tag is
not powered, by storing and managing power in RFID tags.

2. Technical Background

Radio-frequency identification (RFID) is a remote recog-
nition technique that utilizes RFID tags having information
stored therein, usually in an integrated circuit (IC). The stored
information is retrievable via RF communication between the
RFID tag and an RFID tag reader. Certain RFID systems
utilize hand-held RFID readers that when brought sufficiently
close to an RFID tag are able to read an RFID tag signal either
emitted by or backscattered from the tag. RFID systems are
used for a variety of applications, including inventory man-
agement and product tracking in a number of different indus-
tries, as well as in libraries and hospitals.

RFID tags generally come in three varieties: passive, semi-
passive, and active. Passive RFID tags have no energy or
power source of their own and operate by harvesting energy
from the RF signal (field) generated by the RFID-tag reader.
Passive tags communicate back to the reader by modulating
and back-scattering the RF signal from the RF reader. Semi-
passive RFID tags communicate to the reader in the same way
via modulation of the back-scattered reader RF signal, but
they do not rely on harvesting energy from the reader field to
power the RFID tag IC. Instead, semi-passive tags generally
have their own power source, usually in the form of one or
more batteries. Since the amount of power harvested by a
passive tag usually limits its maximum distance from the
reader antenna, semi-passive RFID tags usually have signifi-
cantly greater read ranges than passive tags. Active tags also
have a power source such as a battery that not only powers the
RFID tag IC but that can also actively generate and transmits
radiation to the RFID reader.

RFID tags can be designed to operate at different RF fre-
quencies. Atlow frequencies (e.g., 100-130KHzs) RFID tags
often communicate via mutual inductance coupling between
an RFID-reader coil antenna and an RFID-tag coil antenna.
At these frequencies, the RFID reader’s RF signal is not
strongly absorbed by water. Since the user’s hand is primarily
composed of water, this means that at low RF frequencies the
RF signal can penetrate the user’s hand and enable two-way
communication between the RFID tag and the RFID reader.

This low frequency inductance coupling approach is prac-
tical as long as the distance between the tag and the reader is
a fraction of the wavelength of the RF signal. In typical low
frequency RFID tag applications, the required separation
between the RFID tag and the RFID reader (i.e., the “read
distance”) must be less than 1 m. This small separation is not
suitable for many applications involving the RFID identifica-
tion of hand-held items. In particular, the separation distance
between RFID tags and RFID readers in typical item-identi-
fication applications within telecommunications data centers
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2

is expected to be 1 m to 3 m. Therefore, the low frequency
RFID tag solution is not a practical approach for this and other
such applications.

RFID tags designed to operate at higher frequencies (e.g.,
ultra-high frequencies of 900 MHz or greater) typically oper-
ate by the RFID tag capturing far-field radiation from the
RFID reader antenna transmission using a local monopole,
dipole or modified dipole antenna (e.g., a “squiggle
antenna”).

The electric signal formed by the RFID tag antenna is
processed by a rectifier circuit in the RFID tag’s IC chip,
yielding energy that powers the rest ofthe IC chip and enables
the IC chip to transmit a return signal to the RFID reader. As
mentioned above, communication with the RFID reader is
often via backscatter modulation of the RFID reader signal
rather than by independent RF signal transmission from the
RFID tag.

Ultra-high-frequency RFID tags can communicate with
RFID readers at much greater read distances (e.g., 5Sto 10 m)
than low frequency RFID tags (1 m or less). Ultra-high-
frequency RFID tags are thus better suited for applications
involving the RFID identification of hand-held items.

A problem with using ultra-high frequency RFID tags for
the identification of hand-held items arises due to the strong
absorption of high-frequency RF signal power by water.
When a user places their hand around an item with an RFID
tag just prior to engaging, water in the user’s hand attenuates
the reader’s RF signal when the hand blocks the RF commu-
nication path. Even in cases where the user’s hand only par-
tially blocks the RF communication path, it can still signifi-
cantly reduce the RF signal strength. In this situation, the
RFID tag may not receive sufficient energy to power its inter-
nal circuitry. Likewise, the RFID tag’s response to the RFID
reader may be impeded by the presence of the user’s hand.

In the case where the RFID tag does not receive adequate
power to operate, no signal is communicated to the RFID tag
reader. When the user removes their hand from the item and
disengages the switch, then the RFID tag once again receives
RF power from the RFID reader and powers up. An approach
is described that enables the RFID tag reader to detect when
an event has occurs at the RFID tag during periods when the
power to the RFID tag has been interrupted.

SUMMARY OF THE INVENTION

One aspect of the invention is an RFID tag for use with an
RFID reader that transmits RF signals to the RFID tag via a
RF communication path. The RFID tag includes an RFID
integrated circuit (IC) chip electrically coupled to an RF
antenna system and adapted to be externally powered by the
RF signals. The RFID tag also includes an energy storage
device operably coupled to the RFID IC chip and adapted to
store energy from the RF signals. The RFID tag also includes
amemory device that is powered by the energy device so as to
store switch-state information when the RFID IC chip is
inadequately externally powered so that when the RFID IC
chip is adequately externally powered it causes the tag
antenna system to transmit an RF activation signal represen-
tative of the stored activation information.

Certain passive RFID tags have a switch (e.g., a push-
button) that activates the RFID tag and/or that serves to pro-
gram the RFID tag in some manner. In the latter instance, such
programming may include setting the RFID tag to a particular
operating state and/or inputting information into the tag. For
example, the switch may be used to store information indi-
cating that a person has handled the RFID tag. The switch
may also be used to set a flag or a bit in the RFID tag’s
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memory that gives the tag a special status. For example, a
certain flag or bit can be selected that allows the RFID tag to
communicate with an RFID reader that generates a particular
type of interrogation signal.

When a user engages the RFID tag switch, for example,
when the user depresses a push-button switch integral to a
hand-held device, an RFID integrated circuit chip detects the
switch contact closure event and relays this information along
with an identifying ID code to a nearby RFID reader. The
RFID reader transfers this information to a data processing
unit (i.e. a data management software system) for additional
processing. Based on the tag ID code, the software system
presents the user with additional information via a user inter-
face (i.e., a display on a hand-held unit). This additional
information can include, for example the name of the item, its
location, manufacturing date or previously measured perfor-
mance data.

The typical RFID tag is attached to an item and contains
information related to the item. When a user grasps the item,
there is a high likelihood that the user’s hand will at least
partially block the RF communication path between the RFID
reader antenna and the RFID tag antenna. The amount of RF
power absorbed by the user’s hand depends on the frequency
of the RF signal and the strength of the RF signal and deter-
mines whether RF communication between the RFID tag and
the RFID reader is interrupted.

Additional features and advantages of the invention will be
set forth in the detailed description which follows, and in part
will be readily apparent to those skilled in the art from that
description or recognized by practicing the invention as
described herein, including the detailed description which
follows, the claims, as well as the appended drawings.

It is to be understood that both the foregoing general
description and the following detailed description present
embodiments of the invention, and are intended to provide an
overview or framework for understanding the nature and
character of the invention as it is claimed. The accompanying
drawings are included to provide a further understanding of
the invention, and are incorporated into and constitute a part
of'this specification. The drawings illustrate various embodi-
ments of the invention, and together with the description
serve to explain the principles and operations of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a first example embodi-
ment of an RFID system that includes a switchable RFID tag
that is able to remain powered when the RF communication
path between the RFID reader and the RFID tag is inter-
rupted;

FIG. 2 is a schematic diagram of the RFID tag of FIG. 1,
wherein a user’s hand interrupts the RF communication path
when the user engages the RFID-tag switch;

FIG. 3 is a schematic diagram similar to FIG. 1, illustrating
a situation where the user’s hand no longer interrupts the RF
communication path but wherein the RFID tag still transmits
a switch-state signal even when the RFID-tag switch is in the
OFF state;

FIG. 41s a schematic diagram similar to FIG. 1, wherein the
RFID reader sends a reset signal to the RFID tag to reset the
switch-state memory bit in the RFID tag’s memory device;

FIG. 5 is a schematic diagram of an example embodiment
of'an RFID tag similar to that shown in FIG. 1, wherein the
RFID tag includes a local memory device for storing infor-
mation regarding switch-ON events while the RFID tag is
unpowered;
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FIG. 6 is a schematic diagram similar to that of FIG. 1 but
including the RFID tag of FIG. 5, illustrating normal opera-
tion of the RFID tag when the RF communication path is
uninterrupted so that the RFID tag is powered by the interro-
gation signal from the RFID reader;

FIG. 7 is the schematic diagram of FIG. 6, but with a user’s
hand blocking the RF communication path so that the RFID
tag does not receive power from the RFID reader’s interro-
gation signals;

FIG. 8 is the schematic diagram of FIG. 6, but with the
RFID reader sending a memory status signal to determine
whether the switch was placed in the ON state while the RFID
tag was unpowered;

FIG. 9 is a schematic diagram similar to FIG. 5, illustrating
an embodiment wherein the local memory device includes a
mechanical latch mechanically coupled to the RFID-tag
switch;

FIG. 10 is a schematic diagram similar to FIG. 9, illustrat-
ing an example embodiment of an electrical local memory
device that includes a discharge capacitor;

FIG. 11 is a schematic diagram similar to FIG. 10, illus-
trating an example embodiment wherein the electrical local
memory device further includes a reference capacitor;

FIG. 12 is a schematic diagram similar to FIG. 5, illustrat-
ing an example embodiment wherein a temperature sensor
serves as a switch;

FIG. 13 is a schematic diagram similar to FIG. 12, illus-
trating how a user’s hand serves to block the RF communi-
cation path and to also heat the item and thus the RFID tag
attached thereto, so that the increased temperature of the item
is recorded by the temperature sensor;

FIG. 14 is a schematic diagram similar to FIG. 13, but with
the user’s hand removed, illustrating how the RF communi-
cation path is restored and how the item and RFID tag cools
down once the user’s hand is removed;

DETAILED DESCRIPTION OF THE INVENTION

Several exemplary embodiments of the invention are
described in greater detail, with reference to the accompany-
ing drawings. Whenever possible, the same reference numer-
als are used throughout the drawings to refer to the same or
like parts.

RFID Tag with ON-OFF Switch States

As discussed above, a prior-art passive RFID tag is unable
to store power from a RF signal from an RFID-tag reader
when RF communication (and hence power) between the
RFID tag and the RFID-tag reader is interrupted. This can
prevent switching events from being recorded by the RFID-
tag reader. Several different example embodiments of RFID
systems and methods that address problems associated with
recording RFID-tag switching events are set forth below.

a) RFID Tag with Local Energy Storage Device

FIG. 1 is a schematic diagram of a first example embodi-
ment of an RFID system 10 according to the present inven-
tion. RFID system 10 includes an RFID-tag reader (“RFID
reader”) 20 that includes signal generation/processing elec-
tronics (“reader electronics™) 22 operably connected to an
antenna system (“reader antenna”) 26. RFID reader 20 is
adapted to generate a RF interrogation signal SI designed to
interrogate an RFID tag 40 and to receive a RF tag signal ST
from the RFID tag 40. Interrogation signal SI also serves to
power the passive RFID tag 40 and so is also referred to herein
as a “RF interrogation field.”

In this embodiment, RFID system 10 is shown to include a
plurality of passive switchable RFID tags 40, which is shown
attached to an item 44. Two items 44 and their corresponding
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RFID tags 40 are shown for the sake of illustration. RFID tag
40 includes an RFID integrated circuit (IC) chip 56 operably
coupled to a RF antenna system (“tag antenna”) 60. RFID IC
chip 56 includes a memory device 66 that stores information
to be transmitted to RFID reader 20 via tag signal ST, and an
energy storage unit 68 that stores energy for powering the
chip. In this first example embodiment, memory device 66
stores information related to item 44, such as the item serial
number, item type, manufacturer, manufacturing date, instal-
lation date, location, lot number, performance parameters,
identification of other items that relate to or that are connected
to the item, etc. Such information can be preloaded on RFID
IC chip 56 upon manufacture or upon installation by writing
the information to the RFID IC chip using an RFID reader. It
is also anticipated that memory device 66 stores other infor-
mation, such as information relating to the switch state of
RFID tag 40, as described below.

RFID tag 40 further includes additional wires 90 that elec-
trically connect RFID IC chip 56 with an activation device. As
an example of such an activation device a switch 100, such as
a push-button switch is shown. Switch 100 moves up and
down, as shown by the double-ended arrow and that has two
switch states. When switch 100 is engaged to establish a
connection between wires 90 (as shown in the upper RFID tag
in FIG. 1), the switch is in the ON state (position). Similarly,
when switch 100 is engaged to interrupt the connection
between wires 90 (such as shown in the lower RFID tag in
FIG. 1), the switch is in the OFF state (position). In an
example embodiment, switch 100 is designed so that a user
needs to remain engaged with the switch so that it stays in the
ON state. Otherwise, switch 100 remains in the OFF state.
Information about switch-ON events (when the switch has
been depressed) is communicated from RFID tag 40 to RFID
reader 20 via a switch-state signal SS.

Furthermore, in an example embodiment memory device
66 is adapted to store information about the number of times
switch 100 is placed in the ON state (i.e., “switch-ON
events”). Information relating to switch-ON events can be
stored using, for example, a switch-state memory bit that goes
to “1” when switch 100 is placed in the ON state but when
switch-state signal SS is not yet generated, and that goes to
“0” when switch-state signal SS is transmitted ON state In an
example embodiment, the switch-state memory bit goes from
0 to 1 regardless of the number of times the switch is placed
in the ON state prior to switch-state signal SS being transmit-
ted.

In said first example embodiment, RFID tag 40 also
includes a local energy storage device 110 electrically
coupled to RFID IC chip 56. Local energy storage device 110
is in addition to (or replaces) chip-based energy storage unit
68 and in an example embodiment allows RFID tag 40 to store
energy from interrogation signal SI even when the RFID tag
switch 100 is in the OFF state.

As discussed in greater detail below, in addition to interro-
gation signal SI, RFID reader 20 is also preferably adapted to
generate other RF signals that do not necessarily elicit RF tag
signal ST but instead either elicit other types of RF signals
(e.g., switch-state signal SS or another type of status signal),
or that sets a condition within the RFID tag (e.g., a signal SR,
discussed below, that sets or re-sets the switch-state memory
bit in memory device 66).

In said first example, RFID system 10 includes a database
unit 70 operably coupled to RFID reader 20, e.g., via a wire-
less connection 72 or a non-wireless connection 74, such as
an optical fiber or wire-based connection. In a further
embodiment, database unit 70 may be incorporated directly
into RFID reader 20. Database unit 70 is adapted to store
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information relating to one or more RFID tags and/or its
associated items 44 in order to facilitate identification, map-
ping, or other processing of information received from one or
more RFID tags 40. In a more specific example embodiment
relating to managing optical fiber communication systems
and the associated items that make up such systems, database
unit 70 includes information that correlates a unique identi-
fication number of an RFID tag to a particular plug and/or
socket, to a particular component (such as a fiber optic cable
assembly with one or more connectors), to other portions of
the component (such as correlating a first connector of a fiber
optic cable to a second connector, or grouping multiple adapt-
ers of a patch panel, etc.), to past and/or current mating
components, and any other parameter, connection, associa-
tion, or other information that a technician may want to know
or record when working with and/or monitoring the one or
more components.

RFID reader 20 and RFID tag 40 communicate over a RF
communication path 114 when the two are within the reading
distance Dy of each other (see FIG. 3, introduced and dis-
cussed below). Reading distance Dy is determined based on a
number of factors, including the relative strengths of the
various signals from the RFID reader and the RFID tag, as
well their relative antenna strengths and the frequency of the
signals used.

With reference to FIG. 2, in the operation of RFID system
10 of FIG. 1, a user seeks to activate the item 44 by engaging
switch 100, by grasping item 44 by hand. As shown in FIG. 2,
it is highly likely that in so engaging the switch 100, the user’s
hand is placed in such a way that their hand 120 is inserted
into the RF communication path 114 and thus blocks inter-
rogation signals SI from RFID reader 20 from reaching RFID
tag 40. This prevents the RFID tag from receiving adequate
power to operate, which means that when the user places
switch 100 to the ON state, RFID tag 40 does not have
sufficient power to transmit switch-state signal SS. Normally,
if the user were to allow switch 100 to return to the OFF state,
then switch-state signal SS would not be sent when RF com-
munication between the RFID tag and RFID reader is re-
established and adequate power is delivered to the RFID tag
because the switch-ON event would not be recorded.

However, in the instant embodiment, when the user
engages switch 100 to the ON state, the RFID tag 40 would
continue to be powered by either the energy storage unit 68 or
the local energy storage device 110, thereby allowing the
memory device 66 to record this switch-change event, as
described above. The switch-state memory bit in memory
device 66 remains at 1 regardless of how many times the user
turns the switch ON and OFF prior to RFID tag 40 transmit-
ting switch-state signal SS.

With reference now to FIG. 3, after the user removes their
hand 120, RF communication path 114 is no longer inter-
rupted and RFID tag 40 is able to receive adequate power
from interrogation signal SI from RF reader 20. Since the
switch-state memory bit was set to 1, the RFID tag responds
in a delayed fashion by sending switch-state signal SS to
RFID reader 20. Where there is more than one RFID tag 40,
the transmission and reception of switch-state signals SS
from the various RFID tags is preferably carried out in an
orderly manner, i.e., by avoiding interference with other
RFID tags that may have also had their switches placed in the
ON state during the same period. This is accomplished by
using standard RFID communication algorithms.

After switch-state signal SS is received and processed by
the RFID reader, the switch-state memory bit in memory
device 66 is set to 0. This is accomplished, for example, as
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illustrated in FIG. 4 by RFID reader 20 sending a reset signal
SR once switch-state signal SS is received and processed.

If the user were to hold their hand 120 in a position that
blocks the RF communication path 114 between RFID reader
20 and RFID tag 40 for a sufficiently long time, chip-based
energy storage unit 68 will be depleted of energy to the point
that the RFID IC chip 56 cannot function properly. This
would lead to the switch-ON memory bit being lost. How-
ever, if RFID tag 40 is also able to detect that it has completely
lost power (using additional techniques such as described
below), it would know that the state of the “switch-ON”
memory bit was invalid and it would not switch-state memory
bit transmit switch-state signal SS.

Accordingly, in said first example embodiment, local
energy storage device 110 is used for powering RFID IC chip
56 until RF communication between RFID reader 20 and
RFID tag 40 is re-established and adequate power is received
by the RFID tag. Energy storage device 110 is charged by
harvesting the power in RF interrogation signal(s) SI during a
period of time prior to when RF communication between
RFID reader 20 and RFID tag 40 was interrupted. Energy
storage device 110 is designed to power RFID IC chip 56 for
aperiod of time longer than the typical time required by a user
to maintain switch 100 in the ON state (e.g., 5-10 seconds or
greater). In an example embodiment, energy storage device
110 is or includes an electric capacitor or a long-life trickle-
charge battery.

b) Local Memory for Latching the Switch-ON Event

In some RFID applications it may be desirable to avoid
adding a local energy storage device 110 as described above
due to size, cost and/or lifetime considerations. In this case,
interruption in RF communication between RFID reader 20
and RFID tag 40 due, for example, to the presence of the
user’s hand, inhibits RF power harvesting and causes the
RFID IC chip to lose power after a short period of time,
usually much less than 1 second. Consequently, the RFID IC
chip 56 will be unable to actively detect if or when switch 100
is placed in the ON state.

In a second embodiment, FIG. 5 is a schematic diagram of
an RFID tag 40 that includes or, is otherwise operably
coupled to, a local memory device 150. The local memory
device 150 serves to record an activation event of item 44 and
RFID tag 40. Although in this embodiment, the activation
event is shown by the depressing of switch 100, item 44 may
be activated in numerous ways, for example, by simply touch-
ing item 44. Local memory device 150 provides a local
memory storage function based on either mechanical, elec-
trical or thermal effects, as described below.

Regardless of the type of local memory device 150 used,
the general operation of RFID system 10 that uses RFID tag
40 of FIG. 5 is as follows. With reference to FIG. 6, RFID IC
chip 56 is first powered by RF interrogation signal SI from
RFID reader 20. At this point, the switch 100 is OFF so that
the local memory storage device 150 is set (or reset) to a state
indicating that the switch has not yet been placed in the ON
state. Next, with reference to FIG. 7, RF communication path
114 between RFID reader 20 and RF tag 40 is then blocked,
thereby interrupting RF communication and causing the
RFID IC chip 56 to lose power within a short period of
time—say, within about 4 seconds. As described above, this
typically happens when the user puts their hand 120 between
RFID reader 20 and RFID tag 40. It should be noted that RFID
tag 40 may receive some power via interrogation signal SI
even when RF communication path 114 is blocked because
the blockage may simply serve to attenuate the interrogation
signal. However, RFID tag 40 needs to receive some thresh-
old signal level adequate to power up RFID IC chip 56 so that
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it can properly operate. In this case, proper operation would
entail sufficient energy to record an activation event to the
local memory device 150, such that this event can be properly
communicated to the RFID reader 20.

An activation event occurs when the user then places
switch 100 in the ON state. Local memory storage device 150
is adapted so as to record and retain said activation informa-
tion, namely information about switch 100 being in the ON
state (i.e., “switch-ON” events). RF communication between
RFID reader 20 and RFID tag 40 is then re-established—say
by the user removing their hand 120 from item 44 or the RFID
tag itself so that the RF communication path 114 is no longer
blocked. This allows RFID tag 40 to receive interrogation
signal SI and power up the RFID IC chip 56.

After RFID IC chip 56 regains power, then with reference
to FIG. 8, in an example embodiment the state of local
memory storage device 150 is interrogated by RFID reader 20
using a memory status interrogation signal SM to determine if
switch 100 was placed in the ON state while RFID tag 40 was
unpowered. In another example embodiment, switch-state
signal SS is triggered by interrogation signal SI, which is
normally used to elicit transmission of tag signal ST. In
another example embodiment, switch-state signal SS is sent
automatically as soon as RFID IC chip 56 is powered up and
a switch-state memory bit value of 1 is detected.

Once switch-state signal SS is sent, local memory storage
device 150 is reset to enable the detection of subsequent
switch activations. In an example embodiment, local memory
storage device 150 is reset actively by RFID reader 20 send-
ing a reset signal SR (as discussed above in connection with
FIG. 4), or is reset passively by RFID IC chip or some other
locally-induced reset initiation source.

Three different example embodiments for implementing
local memory storage device 150 are described immediately
below.

Mechanical Local Memory Storage Device

FIG. 9 is a schematic diagram similar to FIG. 5, illustrating
another example embodiment of RFID system 10, wherein
local memory storage device 150 is or includes a mechanical
latch 160. Mechanical latch 160 is mechanically coupled to
switch 100 and is also optionally electrically coupled to RFID
IC chip 56 via an electrical connection 154. In one embodi-
ment, as shown in FIG. 9, mechanical latch 160 is adapted to
maintain switch 100 in the ON state, e.g., maintain an elec-
trical connection between wires 90 after the user places the
switch in the ON state. When RFID IC chip 56 regains power,
it detects that switch 100 has been placed in the ON state
directly via completion of the switch circuit and/or via sepa-
rate electrical connection 154.

Using this mechanical approach, it is important to unlatch
mechanical latch 160 after RFID IC chip 56 has responded to
interrogation signal SI from RFID reader 20. This unlatching
operation can be implemented in a number of ways. In a first
example embodiment, mechanical latch 160 is designed to
unlatch automatically after a certain period of time. This
unlatching latency can be provided, for example, by the
mechanical relaxation of a deformed or buckled member such
as a beam or blister element. The relaxation time can be
determined by material properties and geometry of the
deformed element. In another example embodiment,
mechanical latch 160 includes a mechanical two-position
rocker or slide switch (not shown). In this mechanical two-
position rocker embodiment, the user manually moves the
switch back to its original state before any subsequent switch
is detected.

In another example embodiment, mechanical latch 160 is
unlatched via a command (e.g., re-set signal SR) from RFID
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reader 20 or RFID IC chip 56 that travels to the latch via
electrical connection 154. This approach requires an electro-
mechanical unlatching mechanism, such as a solenoid-acti-
vated latch or a thermally-activated shape memory alloy, or a
bi-metallic actuator. While the power levels required to acti-
vate such electro-mechanical actuators might seem high,
energy harvested from interrogation signals SI can be stored
in an optional local energy storage device 110 (e.g., a capaci-
tor) to enable a rapid pulse discharge through the electro-
mechanical actuator to unlatch the mechanical latch.

In another example embodiment, mechanical latch 160 is
unlatched via flexure of a bi-metallic strip (not shown). The
strip is designed to buckle into an unstable deformed state
based on mechanical pressure from the user activating switch
100. Heat from the user’s hand causes the bi-metallic strip to
remain in the buckled state for a short period of time. After the
bi-metallic strip cools, switch 100 returns to its non-de-
pressed state via deflection of the bi-metallic strip. The thick-
nesses, specific heat capacities and thermal conductivities of
materials in proximity to the bi-metallic strip are tuned to
achieve a desired delay between the time the user removes
their hand from switch 100 and the time the switch returns to
its OFF (e.g., non-depressed) state.

In another example embodiment, mechanical latch 160
serves as the memory storage device 150 and further elimi-
nates the need for a separate switch 100. In such an embodi-
ment, the activation event causes the mechanical latch 160 to
move from a first state to a second activated state and to
remain in said second activated state. Hence, once power is
restored to the RFID IC chip 56 from the RFID reader 20, the
RFID IC chip 56 reads the position of the mechanical latch
160 and communicates that an activation event has occurred.
Electrical Local Memory Device

FIG. 10 is a schematic diagram similar to FIG. 9, wherein
local memory device 150 includes a discharge capacitor 170.
In an example embodiment, discharge capacitor 170 is con-
nected in parallel between wires 90 that connect RFID IC chip
56 to switch 100. RFID IC chip 56 is adapted to charge
discharge capacitor 170 and to sense when the capacitor
discharges. Capacitor 170 can be implemented as a discrete
electrical component external to RFID IC chip 56 and to
RFID tag 40, as shown, can be external to the RFID IC chip
but internal to RFID tag 40, or can be integrated onto the
RFID IC chip.

In an example embodiment of the operation of local
memory device 150 of FIG. 10, RFID IC chip 56 is first
powered up by a RF signal (e.g., interrogation signal SI) from
RFID reader 20, which also leads to discharge capacitor 170
being fully charged up. RF communication between RFID
reader 20 and RFIG tag 40 is then interrupted (e.g., by the user
placing their hand around item 44). This causes RFID IC chip
56 to lose power within a short period of time (e.g., in 4
seconds or less). Discharge capacitor 170 remains charged
during this period. The user then places switch 100 into the
ON state, which closes the circuit and allows current to flow
out of and discharge the discharge capacitor 170.

The user then removes their hand from the item 44, which
re-establishes RF communication between RFID reader 20
and RFID tag 40. This allows RFID IC chip 56 to receive
interrogation signal SI and use this signal to regain power.
After RFID IC chip 56 regains power, the state of discharge
capacitor 170 is interrogated by RFID reader 20 to determine
if switch 100 was placed in the ON state while RFID IC chip
56 was unpowered. This interrogation can be implemented
via a separate memory-status interrogation signal SM, similar
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to that described above. After the state of discharge capacitor
170 is read, it is recharged to enable detection of a subsequent
switch-ON event.

As is now clear to the reader, discharge capacitor 170 may
serve as the memory storage device 150 and eliminate the
need for a separate switch 100. In such an embodiment, the
activation event causes the discharge capacitor 170 to move
from a first charged state to a second fully-discharged state.
Once power is restored to the RFID IC chip 56 from the RFID
reader 20, the RFID IC chip 56 reads the condition of the
discharge capacitor 170 and if the discharge capacitor 170 is
in the fully discharged state, communicates that an activation
event has occurred.

Since discharge capacitor 170 eventually discharges on its
own even if the switch 100 is not placed in the ON state, RFID
IC chip 56 needs to periodically check the charge on dis-
charge capacitor 170. If discharge capacitor 170 is only par-
tially discharged (e.g., the amount of charge falls below a
charge threshold level), RFID IC chip 56 recharges the
capacitor without registering a switch-ON event. If discharge
capacitor 170 is completely discharged, RFID IC chip 56
registers a switch-ON event and then waits for subsequent
RFID reader interrogation (via status signal SS) regarding the
switch-ON event. This situation corresponds, for example, to
the case where the user’s hand 120 did not sufficiently block
interrogation signal SI while the user was engaging switch
100.

The discharge of discharge capacitor 170 presents a chal-
lenge in cases where RFID IC chip 56 is unpowered for a long
period of time, i.e., greater than the time required for dis-
charge capacitor 170 to discharge on its own if switch 100 is
not placed in the ON state. In this case, RFID IC chip 56 is
unable to implement the discharge capacitor checking pro-
cess described immediately above. Discharge capacitor 170
will eventually discharge. When RFID IC chip 56 later
regains power, it will find that the discharge capacitor has
discharged and would possibly incorrectly infer that the dis-
charge was the result of switch 100 being placed in the ON
state when the RFID IC chip was unpowered.

With reference to FIG. 11, in an example embodiment
directed toward preventing erroneously inferring a switch-
ON event, local memory device 150 includes a second refer-
ence capacitor 174 physically identical to discharge capacitor
170 and electrically coupled to RFID IC chip 56. Reference
capacitor 174 can be provided in a number of locations, such
as on RFID IC chip 56 or as an external discrete component
such as shown in FIG. 11. Reference capacitor 174 is charged
each time discharge capacitor 170 is charged. As both capaci-
tors are identical (or substantially so) they discharge at
approximately the same rate if switch 100 is not in the ON
state. Reference capacitor 174 is used to detect the condition
where the RFID IC chip 56 has been unpowered for a suffi-
cient period of time for discharge capacitor 170 to discharge
completely.

When RFID IC chip 56 is re-powered after a power dis-
ruption, the state of reference capacitor 174 is examined. If
reference capacitor 174 is discharged, RFID IC chip 56
knows it has been unpowered for a long period of time and
therefore ignores the state of discharge capacitor 170 as an
indicator of a switch-ON event. On the other hand, if refer-
ence capacitor 174 is sufficiently charged, then RFID IC chip
56 knows that the charge state of discharge capacitor 170 is
valid, and responds following the switch-ON protocol
described above.

The above-described methods of detecting and preventing
erroneous switch-ON events are important because loss of
power events can occur simultaneously for many RFID IC
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chips 56 in different RFID tags 40 when interrogation signals
SI from RFID reader 20 are even temporarily interrupted.
Detecting erroneous switch-ON events prevent RFID reader
20 from being flooded with switch-state signals SS that rep-
resent invalid switch-ON events following simultaneous
power loss for a large number of such RFID tags 40 that reside
within the read distance of the RFID reader.
Temperature-Based Local Memory Device

FIG. 12 is a schematic diagram similar to FIG. 11, illus-
trating an example embodiment wherein local memory
device 150 includes a temperature sensor 180 adapted to
detect a temperature change due to the proximity of a user’s
hand 120 to RFID tag 40 or to item 44 to which the RFID tag
is attached. In an example embodiment, temperature sensor
180 is implemented on or near the surface of item 44 and
electrically interfaced to RFID IC chip 56. In another
example embodiment, temperature sensor 180 is integrated
with RFID IC chip 56. In another example embodiment,
temperature sensor 180 resides within RFID tag 40 but
remains external to RFID IC chip 56. When the user holds
item 44 in their bare hand 120, the item rapidly heats up by
several degrees C., particularly when item 44 is relatively
small and has a substantial heat capacity. This temperature
change is then detected by temperature sensor 180, which
provides a temperature signal ST to the RFID IC chip.

With continuing reference to FIG. 12, in the operation of
RFID system 10 shown therein, RFID IC chip 56 is initially
powered by interrogation signal SI from RFID reader 20. In
an example embodiment, RFID IC chip 56 has a dedicated
memory location in memory device 66 that is used to flag a
“switch-ON event.” The corresponding switch-event memory
bit is initially set to 0.

As illustrated in FIG. 13, the user then places their hand
around item 44, which interrupts RF communication between
RFID reader 20 and RFID tag 40, causing RFID IC chip 56 to
lose power within a short period of time, e.g., 4 seconds or
less. Item 44 also begins to increase in temperature due to the
transfer of heat 184 from the user’s hand 120 to the item.
RFID IC chip 56 interprets a rate of change of temperature
that exceeds a predefined threshold value as a switch-ON
event and sets the switch-ON event memory bit to 1. This
switch-ON event may or may not be detected by RFID reader
20, depending on the amount of time RFID IC chip 56
remains powered.

With reference to FIG. 14, the user then removes their hand
120 from the item 44, which re-establishes RF communica-
tion between RFID reader 20 and RFID tag 40. This allows
RFID IC chip 56 to regain power from interrogation signals
SI, while also allowing item 44 to cool down by radiation heat
186. After the RFID IC chip 56 regains power, the tempera-
ture of item 44 is measured periodically over time by tem-
perature sensor 180. Ifthe rate of change of the temperature of
the item decreases by more than a predefined threshold value,
RFID IC chip 56 detects a switch-ON event and sets the
switch-ON event bit to 1.

In an example embodiment, RFID reader 20 then interro-
gates all RFID tags 40 in the vicinity to elicit switch-state
signals SS to identify those RFID IC chips 56 that detected a
switch-ON event and that set the corresponding switch-state
memory bit in the associated memory device 66 to 1. In
another example embodiment, the RFID tags simply transmit
their switch-state signal SS once the RFID tag is powered up
and a switch-state memory bit value of 1 is detected.

In an example embodiment, RFID reader 20 receives the
switch-state signals SS from one or more of the RFID tags 40
in its read range and responds by transmitting a reset signal
SR that resets the switch-state memory bit to 0 (FIG. 14). The
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rate of temperature change of item 44 can be modified or
controlled by adjusting the thicknesses, specific heat capaci-
ties and thermal conductivities of materials that make up the
item.

Also, in an example embodiment, temperature sensor 180
may serve as the memory storage device 150 and eliminate
the need for a separate switch 100. In such an embodiment,
the activation event causes the temperature sensor 180 to
rapidly increase in temperature, moving from a first tempera-
ture state to a second temperature state. Once the source of
heat 184 is removed when the user removes his or her hand
120 from the item 44, this also re-establishes RF communi-
cation between RFID reader 20 and RFID tag 40. This allows
RFID IC chip 56 to regain power from interrogation signals
SI, while also allowing item 44 to cool down by radiation heat
186. After the RFID IC chip 56 regains power, the tempera-
ture of item 44 is measured periodically over time by tem-
perature sensor 180. If the rate of change of the temperature of
the item decreases by more than a predefined threshold value,
RFID IC chip 56 detects an activation event has occurred and
communicates this information to RFID tag 40.

It will be apparent to those skilled in the art that various
modifications and variations can be made to the present
invention without departing from the spirit and scope of the
invention. Thus, it is intended that the present invention cover
the modifications and variations of this invention provided
they come within the scope of the appended claims and their
equivalents.

What is claimed is:

1. A radio-frequency identification (RFID) tag for use with
an RFID reader that transmits RF signals to the RFID tag via
a RF communication path, comprising:

an RFID integrated circuit (IC) chip electrically coupled to

a RF antenna system and adapted to be externally pow-
ered by the RF signals;

an energy storage device operably coupled to the RFID IC

chip and adapted to store energy from the RF signals;
a switch operably coupled to the RFID IC chip and con-
figured to be placed in either an ON state or an OFF state,
wherein the RFID IC chip is configured to operate when
the switchis in the ON state and when the switch is inthe
OFF state; and

a memory device operably coupled to the switch and the
energy storage device and powered by the energy device
so as to store switch-state information when the RFID IC
chip is inadequately externally powered so that when the
RFID IC chip is adequately externally powered it allows
the tag antenna system to communicate a RF switch-
state signal representative of the stored switch-state
information.

2. The RFID tag of claim 1, wherein the energy storage
device is external to the RFID IC chip.

3. The RFID tag of claim 1, wherein the memory device is
integral with the RFID IC chip, and is operably coupled to the
switch via the RFID IC chip.

4. The RFID tag of claim 1, wherein the memory device is
external to the RFID IC chip, and wherein the RFID IC chip
includes an internal memory device for storing tag informa-
tion.

5. The RFID tag of claim 4, wherein the memory device
external to the RFID IC chip includes at least one capacitor
electrically coupled to the switch and to the RFID IC circuit.

6. A passive radio-frequency identification (RFID) tag for
use with an RFID reader that transmits RF signals to the RFID
tag via a RF communication path, comprising:
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an RFID IC chip electrically coupled to a RF antenna
system and adapted to be externally powered by the RF
signals; and

a latching memory device capable of moving from a first

state to a second state upon an activation event to the
RFID tag, even when this activation event occurs when
power is interrupted between the RFID reader and the
RFID IC chip, such that when the RFID IC chip is
adequately externally powered it allows the tag antenna
system to communicate a RF signal representative of the
stored second state information, and

the RFID IC chip is operative if the latching memory

device is in both the first state or the second state.

7. The RFID tag of claim 6, wherein the latching memory
device includes a temperature sensor electrically coupled to
the RFID IC circuit, wherein the first state is defined by a first
temperature-related threshold and the second state is defined
by a second temperature-related threshold.

8. The RFID tag of claim 7, wherein at least one of the first
and second temperature-related thresholds is a temperature
rate-of-change threshold.

9. The RFID tag of claim 6, wherein the latching memory
device is an electromechanical switch.

10. The RFID tag of claim 6, wherein the latching memory
device is a dischargeable capacitor.

11. The RFID tag of claim 10, further comprising a refer-
ence capacitor, wherein the dischargeable capacitor is com-
pared to the reference capacitor to determine whether the
discharge is a result of the activation event or a result of
leakage that would discharge the reference capacitor in the
same manner as it would the dischargeable capacitor.

12. The RFID system as described in claim 11, wherein the
memory device comprises a temperature sensor being elec-
trically coupled to the RFID integrated circuit chip,

such that as the RFID tag is activated by the hand of a user,

the temperature sensor increases in temperature, and as
the hand is removed the temperature sensor shows a
decrease in temperature, thus when the RFID integrated
circuit chip is interrogated after energy has been
restored, the RFID integrated circuit chip calculates the
rate at which the temperature sensor is dropping in tem-
perature and thereby concludes that an activation event
has occurred.

13. A passive radio-frequency identification (RFID) sys-
tem comprising:

an RFID reader having an RFID reader antenna capable of

transmitting an RF signal; and

an RFID tag comprising:

an RFID integrated circuit (IC) chip containing a
memory device for storing information to be commu-
nicated to the RFID reader;

an RFID tag antenna coupled to the RFID integrated
circuit IC chip, capable of communicating an RFID
response signal to the RFID reader;

an energy storage device that stores energy for powering
the memory device, the energy storage device being
electrically coupled to the RFID IC chip, wherein the
energy storage device is selected so as to store energy
from the RF signal to power the memory device in the
event that power to the RFID IC chip is interrupted;
and

a condition sensing device having a first state and a
second state and powered by the energy storage
device, the condition sensing device being electrically
connected to the RFID tag, and wherein the condition
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sensing device may be switched from the first state to

the second state when the power to the RFID IC chip

is interrupted;

wherein the RFID tag antenna is configured to commu-
nicate the RF signal representative of the stored sec-
ond state information when the power to the RFID IC
chip is resumed.

14. The RFID system of claim 13, wherein an operator
engages the switch to change the switch from the first state to
the second state.

15. The RFID system of claim 13, wherein the energy
storage device is capable of powering the RFID IC chip.

16. The RFID system of claim 13, wherein the energy
storage device is an electric capacitor.

17. A passive RFID system comprising:

an RFID reader having an RFID reader antenna capable of

transmitting an RF signal, and
an RFID tag comprising:

an RFID integrated circuit chip,

an RFID tag antenna coupled to the RFID integrated
circuit chip, capable of receiving energy from the
RF signal,

a memory device for storing information to be trans-
mitted to the RFID reader, the memory device hav-
ing a first state and a second activated state, and
being operably connected to the RFID integrated
circuit chip, and

where the RFID tag antenna coupled to the RFID
integrated circuit chip is capable of communicating
an RFID response signal to the RFID reader,

wherein the memory device is capable of recording a
change from its first state to its second activated
state during periods when the energy from the RF
signal is insufficient to cause the RFID integrated
circuit chip to record the change in memory device
states.

18. The RFID system of claim 17, wherein the memory
device comprises a mechanical latch having a first resting
state and a second latched state, such that when power to the
RFID integrated circuit is interrupted, the mechanical latch
can still be placed into the second latched state by an external
event, and when energy has been restored to the RFID inte-
grated circuit, the RFID integrated circuit can record the fact
that the mechanical latch has been engaged and communicate
that information as an RFID response signal back to the RFID
reader.

19. The RFID system as described in claim 18, wherein the
mechanical latch is disengaged once the RFID integrated
circuit has communicated that information as an RFID
response signal back to the RFID reader.

20. The RFID system as described in claim 19, wherein the
mechanical latch disengages automatically after a certain
amount of time.

21. The RFID system as described in claim 17, wherein the
memory device comprises an electrical capacitor having a
first charged state and a second discharged state, the electrical
capacitor being electrically coupled to the RFID integrated
circuit chip, such that as the memory device switched from
the first state to its second activated state, the electrical
capacitor is discharged to place the electrical capacitor in the
second discharged state, thus when the RFID integrated cir-
cuit chip is interrogated after energy has been restored to the
RFID tag, this second discharged state is communicated as an
RFID response signal back to the RFID reader.

22. The RFID system as described in claim 17, wherein the
memory device comprises a first electrical capacitor having a
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first charged state and a second discharged state, the electrical
capacitor being electrically coupled to the RFID integrated
circuit chip, and

a second electrical capacitor also having a first charged

state and a second discharged state, the electrical capaci-
tor being electrically coupled to the RFID integrated
circuit chip,

such that as the memory device is switched from the first

state to its second activated state, the first electrical
capacitor is discharged to place the electrical capacitor
in the second discharged state, thus when the RFID
integrated circuit chip is interrogated after energy has
been restored to the RFID tag, the RFID integrated cir-
cuit chip compares the first electrical capacitor to the
second electrical capacitor and if the first electrical
capacitor is in the second discharged state while the
second electrical capacitor remains in the first charged
state, then an activation event is communicated as an
RFID response signal back to the RFID reader.

23. In an RFID system providing a method for communi-
cating an activation event that has occurred during a period of
time in which power has been interrupted between an RFID
reader and an RFID tag, comprising the steps of:
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. powering a first electric capacitor that is electrically

attached to an RFID integrated circuit chip associated
with the RFID tag, such that the first electric capacitor is
placed in a charged state,

. simultaneously powering a second electrical capacitor

that is also attached to the RFID integrated circuit chip of
the RFID tag, such that the second electric capacitor is
likewise placed in a charged state,

. switching a memory device from a first state to a second

activated state, but in so doing, interrupting an RF signal
to the RFID tag, and thereby interrupting power to the
RFID tag,

. discharging the first electric capacitor upon switching

the memory device to the second activated state, thereby
moving the first electric capacitor from a charged stated
to a second discharged stated,

.upon restoring power to the RFID integrated circuit chip,

comparing the first electric capacitor to the second elec-
tric capacitor, and if the first electric capacitor is in the
second discharged state while the second electric
capacitor has remained in the charged state,

. communicating to the RFID reader that an activation

event of the RFID tag has occurred.

#* #* #* #* #*
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